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Abstract of JP4223787 

PURPOSE: To provide a video control system for 
decoding the recording copy of an enciphered 
broadcasting or video image to control viewing. 
CONSTITUTION: A video program including a 
1st field including both a random digital code 
enciphered by a code cryptographic key and 
program identification data and a 2nd field 
including an unviewable video signal previously 
converted from a viewable video signal by that 
random digital code is provided to a terminal by a 
video program means. The terminal transmits the 
program identification data to a central 
mechanism. The central mechanism retrieves 
one code cryptographic key at least 
corresponding to the program identification data 
and transmits that key to the terminal. The 
terminal receives the code cryptographic key, 
decodes the digital code enciphered by the code 
cryptographic key in the 1st frame and converts 
the unviewable video signal in the 2nd frame into 
the viewable video signal while using the 
deciphered random digital code. 
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HMWI*©«HJ 

^ y * ;io - f k: «k o t»*t * 4 k t ft iM t> 

oTmmntcm-?2u^7tmn*'$t$%2 7^ 

HEW***. MESifaf^Jx-^ftME^ffeflMi 

#, ME«*A*. 3 Mfi**»»36»5a-H*^ 
fl;*-fc3£-r**Ri, ffiE3-Fi**Hb*-fc«fco 
TflJEJS F ©H^HE ^fcT-fy^^n-H 

zmfcrmmt^mt, mw&mtzntzyyvk 

=r4i?9f\,n-Y £J8V>TffiES6 2 7 ^ -)V F ©ffiES 

*-*««isn, Bfa-rss-KflWfl:*-**. web? 
a-r * n - h nt^b*- c «k -3 r a n& ? y? a 

*KJ;oTttE*R©3-Fi*^b*--*>&l«3n 

* > ft&S 1 Eft© k'x^-ftiJW t- A. 

* t ca-r * * rt » s . 1 Eft© 1 5 s -> 

giJx-^ ftMESfifagiJx-* i i t> fcflftE+jfelMIK 
E«*C»S©flWfl;*-fc«fc'3TttE3- F**fc* 

E»*fl:anfc3-FiMft*-&aflrr*#at. ft 

ME**#. a etc. IN£if>Atttl#>eMElt* 

lC»JgO«^ft*-C±r3TWE3- F«HWMf-fttt 
*WM-*«*ft*Rfc, ftStr. UjRaiEWrotrr* 

W#H6] KkEflHctf, iaESB*C»3tOl|#ft+ 
-K±oTe»E**agiJ7 f -^ft«P#flS-r5^Rd:. to 

mm® \z%mt a n& ^waawwr- * t sunt a 



(2) #1^4-2 2 3 7 8 7 

2 

S^Rft^tJ. tt*^5E*©t*x^»->^f-A., 
[»#H7] WE+*«MB!8«. SSfc, ItEttRaUM 
x-* iflaESfiftM^-* fcCS^TBtex-^ft 
4<*-r5*Rft*tt, l*)|5lEi©t:T«»yXf 
A. 

**K»S©flf<Hfc+-t*E*-r4*Rt. ME** 
(■fcfcMEtfffilWWx--* tWEJIslclWiJx-^ iftS 
ffl-rs^Rt. ft£*> ME******, 3 -fey 
10 ->a>«Wft*-ftJl«f4#Rt, fflEff*K:tt£© 

HfW-iaoTWEt-r/a >Bf*Hb*-ftHf^b 
TS^R-h. «IEt*««39»&flWE«*^mE«ff^ftS 
nfc-fey->a>»^*-ft3l©f<b^Rt. WElflf^ 
4b 3 ttfc-fe y -> a >«F*tfls+- fcj: o T 19133 - H i£f§ 
fc*-ftWH§fl;-r5^Ri» i»E+**Mi#5ttrE** 
tdtEWftSnftn- F«MHfc*-ft2Hrr*^R 
ME*» 3 WE**»B*50 

^tsnfctyya >rtf^ft+-fts<rr*^Rt» 
©»t<wbsnfc3- F«H»fl:*-ftSflir*fc»&o^R 

t, ME-fev>3>iflHWIs*-C«t'3TWE3-F«W 

fc*-ft(IM»fls1-*tl»fc¥Rfc, ft^tr, It&BiE 
fjWk'xtff&WvXxA, 
CW*«9] MEttfttf. ME**fc«»«©flH*fl:* 
-K,J:^TjttE«*IIBij7 I -^*»^fls-r*¥Rt, ffi 

EtJte^fcflWbanftViWswjiiT-^tflHWfca 

ftfcHfcH&jT^iftBfl-ra-f-Rt. ft^*. WE 

it^iban^^s*fssijx-^ i«F#fl:a 

JO tlfc^*^giJx-^iftJtKLTa*©l^-ttft^iE-r 
S^Rft^tl, sl*«8ESt©k*x^-$!lWvXxA. 
[»#B10] nEf^WR^ aSK. HaE**^ 
Wx-^tiftESiWKBiJ^-^iCS^triTR^-^ 
ftft«-r-S*Rft#tJ, H*«8E«©tfx*MW->X 
tA. 

■3*iTME#fiicE»sft$ x7*nsL&mmm>kt 

[m««i2] 3-F«»ft*-K«k-3Tiwfl3«n 
40 tz7y 5?^^3-Ft*aiwjT-^©Pi*« 

^£rm l 7 w F i, ^pJtl/S tf*«iW»6IWB 

5 >^ Af-f i?^ ^3 - F fc <t o TSJ c T^g|$ nfc 

«^"ite?Sk , Tt{t^ft^tJ^2 7^-;i/Ft. ft^ 

tf-l©x j; a > 7 / F ft^tJ fx^SfflftE 

*-r«ifx*E««». 

1 3 ] «&©3- F«F#ft*-«« 1 ^©Sifi 
fcJfbTffifflan. jff3f*3-FWHtfl;*--a«. ME 

Br a-r s 3 - f e^fl;* - c <t o T^b^ nfc 7 >^ 

Af-T 5?^A-3-FC»*r*3- F*^b*-«W5 ! 
50 -Elliot flTEttft© 3 - F«H^fc*-*» 5>S^ 5 n 
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1 4 ] HfBfg 2 7 ^ m, 3- HUHWt 
#aa»J7 f -3't©H^*^trSit»«HBSRIBI£W 

3W» < , l 2 fit® tx*B»Ji*. 

CO 0 0 1] 

Cjt!±©fiJffl#SH *5PJ«tfx:*frJ?$vX:rAKW 
CO o 0 2] 

T^A^-Ky^n-FSn&t, *ft-6n©«V»T 

-T. &fflT£^«h^|i ( h&5J;5&y7h'7x7# 
ffi->XT-A#&<B>ftT^5„ HOv'XxAli, IDtft 

CO 0 0 3] 2 4»M«»*fctt-*«ft*»TiWI 

CO 0 0 4] 
CO 0 0 5] 

3-H^b+-{Cj;^T^t:$nfc7>yAx 
^-^fn-Kt, «&WJ7*-*©W#S*tf»l7" 

t?-s©f- w h v a > 7 a ~>v h s^-tr e^sas ss 

fS-r§'>^< t*>l'3©3-l«if^fl;*-&Ettl/tt5R 
HHtft*~CJ:oTlt^fl:anfc»17l'-A©5 f >f y 



(3) . «fS¥4-2 2 3 7 8 7 

>^Ar^ 5>*;P3- H*ffl^T» 2 7 U-AOfcBT 

at. tx*«ii#att, **^#ttssifli 

CO 0 0 6] 

C^JSflJ] ^^©^Mmf&Sfc'T^vXxAl 0© 

1 1 1 2 <h©ra©^-«a«u >7 1 3 1. m 

CO 0 0 7] **12fc. 3-H«F^fc*-fi:«ttjTI& 

t©W*ft^ttJ8l7Y-;UHi, 5>?J>t4z?9)V 
3 - h* C «fc o T£1&T£ 4 k* T*m*# 6 ffi t> o T«» 

anfcffl«7?*ftv»i;r ^«***ttJB 2 7 * -;v h 

<t» *^rtiHi©7 l nf5?3>7>r-;n s &#tri;7*^ 

Co 0 0 8] bW#»te> SSI. «fi. 3t 

^r-T'JK fcS^ttffiO^&SfiSbty^T, 141: 
JcoTSiflianT'bJ:^. ffcbDK:, tfx^ltttt. 8 
Mf—7 , Sb^V> Si tfx^r^ X 7 © <fc o U hfT^Eftttt 
#1 5fcE*an, E»/B£S«1 6fc.fcoTfS£a 

[0 0 0 9] ^2 7^-;i/Htt, 3-Hft^ft+-ti 
50 x-^tfflW*S#*, -e©^t^3 7^-;UH 

j9«<. -t©»3 7<r-;n«tt, »27-f-;uH©5> 

yAr^^^3-FC«toTfi«T?#SliT*fl|^*» 
CO 0 1 0] **1 2li. STfeMx-^^fEat-S? 

g 1 7 1, u >7 1 3 s^bTtffe«s 1 1 ^ss*a»j 

CO 0 1 1] ltt. SfflWBiJx-^C^jSrr 

*'>^< fcfei-3©3-Fiwfc*-se»uiwrt-* 
40 F*^b+-saflrr**a:2 ot. *5ia»BijT-^t 

^R2 1 1, SrilA^o 
[0 0 1 23 «*1 2tt. sec, 1*»5© 
3-F«f#fls*-ftjMg-r-5¥a2 2t. 3-HBf^k 

5?^;p3-H*a^bi-sa<»fls*a2 3t, a^s 

nfc5>yAT-r^Jl'3-HftfflV»T»27U-A© 

■r*#a2 4t. 

50 co o 1 3] -€-n-?n©ffl*i 2«, a*c*Nr©«H* 
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®®\zmtz*mi st. sslt^k *k®m 
1 1 «. m\zmmmt*-<Dmmmmz>^& 

[ooi4] $*i 2s, ae>K, *&$«i i*»s© 
«®T^stf7 i ^m^{c^m-rs?s2 4<t. 

So 

[0 0 15] «$1 2(4, , «*t1Mr©lMft*-fc 

**©raHtS^*5&»C«*fc;3ft&v>*l 

smbu^-* t^fcan&tticiMUx-* £tt«-r * 

[0 0 16] jffl[ID3 - K*fft+-iJ« 1 ^Ctatffi 

& 3 - H «HMs*-M»l t - * fc J: o T*R © 
3- F*9fls*-©**»&Bra©3- FHHWW-aW 

«an£, 

[0 0 17] •>^7 i AOa*Ol8ttfttJlT?a6lCfPl/ 

[0 0 18] yXfAl 0*tfx^#ffiS:TO-r^^<h 
6W»f*. C^fcfrsHH&fctt, -S©;iSi&l©7 

S. Jfti8l/i£SlC*5tt'S2^©7>( , -;UH**lt)C0T-U 
tfi^a >7W-A£&*S:T£. 
[0 0 19] Kx*#iatt. *6«>*7^n^*4V»f4 
T^^M*Sfc±t>T. X7 7>7\JU8fe 

a iTC (scrambled) . ±5 Kan, -£L 

t. 7>f-;n i tEsanfc7>^A7 i -< , y^;i'3-H 
sffl^T, 0y*.»i\ x^7>7 , ;i'*0«-&u«>5nT(d 

escrambled) , W&T'ZZ J; 3Katt5. 7>^Ar-f 

ttJH*fcH*©1Wlfct l bt:, tAlftifceBSttfcx 

-5'^-X^? 1 |l5n5'M< ( !:t)lo©+-llJ:ci 

t. areflsan*. ^x^Ati, «^£<?ita-&£;:<!: 



(4) ®iI¥4-2 2 3 7 8 7 
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ft*?. 

[0 0 2 03 #*Ktt, ^rau>^ 1 314, ISD 

[0021] tx^sarnf^fcsti, *i/r, 

gairCt><fcK 

[0022] hfx^sati, ■e©s*iRiisnTt>j:^ 
iti»tLT*ntt«*-r5iitj9fe*s:v»"b©7?» 
5, -tn^ae-rata. iiff^fcaft&ttw^ft&x" 

it) ttgfi&K*9an<&a»t>LnfcW<. *©tt*B««8 

l&^bio, sie-rs^ttf-e^fc^**©*)©-?* 
[0023] ifx^#iias«tt-r5fc»ica, **Hta 

jfcB#*<&. £©»gTtt,- ISSiLT. iRfifTrfcnaS 

flTi&n, bx:*#ft©fffl«££U3;:£<h£5., ft*| 

^4x-*^-x?^suii-£'>&< tt> i ^©+-s 

«i**©»BiJ««r-^^-^CiSfflian-5. 
30 [0 0 2 4] t?ftX&&n(EFT : electronic fUDds 
transfer) CtsaftOi&HjJl, *©«f«£;B^TfT 

bna. ■e©*fi*«E7 f *>'3y7'©a?T?*ntf. ef 

a ntctemtf v z x 1 1 h \z t?xt-> a v 7**-$ffl ^ 

©*f^*Jltftlll»6nT^«*»6T?*-5. «Kl/Tt> 
SH*WfciRttffa*«fTtoft*. £©£&. ^E^Si©E 
iS& (sharewaretype of distribution) ^SJi&^tlS., 

[0 0 2 5] /tX • ^-^x-^^-^K^Man. JEK 

A|S|«t©7Y;UASfi«f SCt Soffit U 
[0 0 2 6] SS©7^-feX{C*HT. x-^^-X 

ffiffl*©gatt7 ; ^iR^«!i^6#^n^-tJ-'f > 

(signature ) $®0trJL, ^©^©jiWWfcJ&t-tn 
ZmmtZ. ^©iigTr-^^-Xfc^W^7^-fe 

c n t i^«©Ms^iR^ SrEiRf s c t ic fc^ffl a n 

50 5. 
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[0 0 2 7] v*xAtt. Sf£L<tt, 'M<i%10 

©y?>a-KnJ«fc*-fc, *ff>3—zmittzm 

[0028] b'x^#ffl«. mx\t, zntffcmzntc 
{bans. *OT-^ttSfc«^b*-cD-ass^r 

■bin. ;:©fi!f«!&OT*»5iftfflStt, t-91-7>\z 

an, tt-**ofcfto«^ft*-3&«#&n*. jpa# 
&fc, i-p*sntt-eneJi±»+-^te2isns. n© 

[0 0 2 9] t>U«ffl***, sfoianSfc©, 

te©iRg»£fB®-rs©-c&nfcf, ±jfiLfc«fc5fc. i& 
sarij-rs. c©:*si::«fcoT4j£an$«f»tt. s 

*P©VCR (video cassette recorder ) T&oT&cfc 
BliltttbT, #jfi©*ffl©R$m*-ftfcBil*'*'lc 

*ic7^t7t*-©wwffia©fc*©WrBBft« : «rr« 

[0 0 3 0] Jim**f3£-r*fc*K:tt. '>&<i:fcl 
£ nit x- 9 ©ffl^-g-ti-rl^T-^ ^- X ^© 7 £ -tr 

[0 0 3 1] iRftfttflfx^'>3y:/T!#?>Sft&t>© 
3- F*»*©!£*B»ILT l b«t^. x-^ 
^-^H:-t©iKBfttW>^^tT^©tt9«tLTB 

fe hk»»# 2 @inijsnntf*©«i*dtKa[sn*. 

*». ffl**#-r*<T©K$©Rtt£j#:3.k5fc. ifcTjft 
VifcSnntf. #K (shareware ) ICtD. ffi^-f-Sd 

h\Z, B*&©WH»4a/M8fctt**6n«. 



(5) ftRi¥4- 2 2 3 7 8 7 

[0 0 3 2] #fi©Bf#tli. ^©Sffl^E^-f^Ci 

sffla-r*«tt««»*. *©#»*, «H*ftan, 

sdt&s^-rs. u 

imzti* T-3"<-^*»6«ffl©n3tttii*ji«ftsn 

a. 

io [o o 3 3] f&m\:\z\i2-o<Duovff$>i). iotas 

»©K5 s :*a^fc3-HS««-r5£»© i b©Tr. t>5 
lott. «*t«t>*WBt©M©^yfe-5?©«H©fc 

»©t>©T*S. P57j£t>. NB Sx-^Bt^b^P 
(DES : Data Encryption Standard) £$fflLTt)<£ 

[0 0 3 4] DESlWft/Wfttt, 

igJStW£ ; &M3-7 6 8 5 9f-^Sir 

20 [0 0 3 5] IMflsa-F-eftlifMa, DES«HWbS 

*~ zn&mzmmTz>z.tz-iiimtu -tn*«*t 

[0 0 3 6] ^-n^*n©7^r-;l'HtCMLT, ftfcT3& 

des ra^ffc^-tt&g.kanfc^. i -^©+-*^< 

S*-©«*t-t©iS*tt*fcv *&«#K©±#iI» 

[0 0 3 7] DEStt*Wb=lf-tt, SUEDES Pfe 
y~>a>l +-IIcfcoT^S$nT, ^SS^e^* 
'MESS*!*. ■f-7'^fTaSfcDES-fe^->3>+- 
fc«k-3Tfi«;£ftT^*©T, »*tt»rU>*-£5# 
T*. d©+-», -to-fey >> 3 >«»BI!*&3nitd:frC 
(f*«l*tctoT^$n, ■€-©-fey->3>©Btt«39 
©**TS-5. ROMCI2S$nit>S*H#© 
DES^£ttfflUT-t©"fev->3 

[0 0 3 8] 71/-A0^ TtO^ • D-^/Xf 

« A*>6DcssKcaisn. fi^banitm^bn-h* 

*«D C S S 6 7-r n ^ • -y-^ '>^T-A^H*Sn-B7 
AW©x-^©ei«, fiii*¥ISiiiS^*ffi^<!:^nf, 

[0 0 3 9] **if>*»llt©|lll©-r^T©^yfe- 

v'H, ^S8JCfitftS3-H (CRC : Cyclic Redundanc 
y Code) &m*T*y±-z?<DfG£&&Vm? : £>. CR 
C-CC I TT4j**aiCtt. &/^t-yl:^LT2 
ao^ny^ftfii* (BCC) 
50 BCCilio T^^tt©7i V^yt-i?*5flL fc* 
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®m\zwm$. (arq) sanrra. **«mttAR 

[0 0 4 0] *Wffl*a (VCS) T©*y-fe-v>© 

tf, *l*fi. DEStt*fc*->»yfc-5>©»Jl*Sfll 

Lfc«, DEStt*flS*-jly-fe-y*HttU 

Site. *-*vfe-5?fcaHll,fc«. *-3MI*«r*« 

[0 0 4 1] a-tfj^B3n&#»0B4*il!J&T-& 

r-t-7->a>HS&j (ST 

S : session start message) a— tf ,2:#&ffll£SiJ 
Mc! tlfcft«]©D E S -fe y v 3 >^-fd«t o TD E S 

Bhutan*, (a— «fiigij>bSfcROMCtNft3nT 

StIWflrt-ftfca&oa-lf D E S ©«fc*«W<5. 

[0042] *&®mu, «»a:#^*«fciflt<wban 

fca-lf #^ £ £ Jfctt-j- § £ 1 \Z =fc o T * y -fe- 5>«tft 

a— »f©flffl*lftaUT"b±K -r^TrttJUtfttf, * 

*«*««■©•£ y -> 3 >£SttAftT^©-fc y -> 3 > t 

H#©«ft^ (*o*fft&©) DEs*-t4d6-r*. 
^{kb, ^©fft^tt^ j e©'t^->3>©sotc^-r^ 

•by>3>4 1 -i:bT7 ; -^^-X (MCU RAM) 
[0 0 4 3] f&iimt. STS^-yt-yrt»f-y 

c»-r*ia©DEsat^fl:*-**3ifr*. tns 



(6) ^^4-2 2 3 7 8 7 

i0 

s. 

[0 0 4 4] jg£|£, ■ty~>a>mA*yK-i?t* * 
Sf^yfe-i?t. A RQ*s/-fe-y 
flMRtf. **©tt«K*^T. jSgf*. 

-5. 

[0045] *%w<Dtit£L^mmMtm&<»®mi!)nz 
o-o£»£ft5t>©-m&K 

[0 046] 

a? [HI] *»W£^fWbLfc^7 i *'>X'rA©«EllS^D 

[02] *KWCJ:4flHMr:©*j«HT»*. 
[«W©»IW1 

1 0 tfxtfS/XT-A 
1 1 
1 2 

13 ^zi_«affiu>^ 

14 e^^r^T 

1 5 b'x^-IESJSft 

j<? 1 6 tm/m±&n 

1 7 

1 8 m^m 

1 9 x-^^-X 

20 mm^m. 

2 1 H*7 ! -^*^a 

22 sm^s 

2 3 fMfls^R 

2 4 IfT^flWSlM* 



— 



i 



(7) 



#^4-2 2 3 7 8 7 



[HI] 



[02] 






















— 7 





i 



— ' — 1 



































(31) «fc*£B#5 5 0 1 6 8 4 

(32) H$fcB 1990^ 3B 29 B 

(33) ffi5fetS±56H *ffl (US) 

(31) <IJfctS±3!#^ 5 0 1 6 8 5 

(32) ®ftB 1990^3^290 

(33) &ft*i±3gB #ffl (US) 



(31) g5fcfi£3i#^ 5 0 1 6 8 8 

(32) &*fcB 19904? 3 3 29 B 

(33) £$fel£3gffl *B (US) 

(72) SHU* >;nf > • j>i/f • -r7- 

H u — P-F21 
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